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Gearing Up, Part 1 

by Corcceigh Green 

If you've been following my articles in TAP Newsletter, you know I've been 
warning about the threat of what passes for America's government becoming totalitarian 
and cracking down on your freedoms. I've explained that this will mean that you will 
have to fade back from the government's assaults, evade, escape and keep your family 
safe while those capable will regroup, conduct guerilla warfare and hit the enemy on 
your terms as opportunity presents targets. The last two articles covered the basic 
strategies that will help you accomplish this. With this article, I hope to detail some 
gear that will help you in your quest for freedom and survival. 

The statement of the above paragraph has already been demonstrated with the 
rush of bills that have been proceeding from committees in Congress. HR 645 establishes 
a color of authority in the federal government to build FEMA operated holding 
facilities and force Americans into them during declared emergencies. HR 1022 is a 
heinously un-American bill giving color of authority to the federal Attorney General to 
outlaw any class or model of firearm he wishes with the mere stroke of a pen. 
Legislation giving color of law to the restriction of ammunition is also in the works. 
For gun owners and freedom minded people, this comes as no surprise. Barrak Hussein 
Obama has promised this kind of "change" all along and his voting record in the Senate 
reflects his Marxist views. It is no longer time to think about preparing and reading 
up on the latest survival techniques. Now is the time to gear up and practice with your 
gear to gain the skills you read about. 

It is important to note before gearing up that knowledge and skill are 
always more important than items stored in a back pack or cached in a mountainside. 
Having a box of matches and a flint, steel and magnesium firestarter with you on a 
camping trip does not guarantee that you can start a fire. You must have the knowledge 
and skill to use your equipment in a way that is effective. That means practice, not 
just reading the instructions and storing the equipment. This also means ware and tear 
on the equipment and you will have to rotate and replace the equipment when used. In 
today' s economy you may have to get creative when budgeting in your gear, but you must 
practice in order to gain the skill to use that gear. In other words use what you buy 
and buy what you use. 

To begin with gearing up, begin with the basics. Your first concern in 
survival is keeping your body core at a good working temperature. That runs around 
98. 6# degrees Fahrenheit for most people. It is important not to get too much hotter or 
cooler than this. The results would be hypothermia should you become too cool or 
hyperthermia should you become too hot. Either situation can result in death. Beside 
your body core temperature, factors like humidity, getting wet, sweat and wind play 
important roles in maintaining body temperature. While most survivalists know this to 
be true, many Americans, survivalists included, are more fair weather practitioners of 
the art rather than gain all season experience. They, therefore, neglect these factors 
combined with harsher weather extremes and are generally prepared only for fair weather 
outings. This is a huge mistake even for summer outings. 

Under survival conditions and in the types of terrain where one might find 
him or herself in North America, weather conditions change rapidly. These changes can 
bring rain, wind, cold and sleet. Summer in my area is no exception to such adverse 
conditions. I have been caught in the higher mountain terrain gathering huckleberries 
in August when cold fronts from the Gulf of Alaska has moved through. Even in August 
the high temperature can drop into the fifties with the lows dropping into the 
thirties. These conditions always brings rain which can turn to snow in the mountains, 
and yes, I'm still talking about August. In such summer outings many are taken 
unprepared, caught in the weather with only summer gear. Such a situation can easily 
turn deadly. You may think that you may not have to face such situations as you are not 
living in my area. Consider, however, that you may have to evade hostiles like 
Blackwater meres or a BATFE murder raid during summer conditions and need to evade 
through several seasons including winter. 
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After observing a freak summer snow storm on June 11 at the 2,700 foot 
level (this is a very low altitude for snow at this time of year) I noticed how the 
snow stayed wet and covered the ground. This made for muddy conditions and soaked 
firewood. Shelter building materials were also soaked and retained little insulating 
value. You need to be prepared when these conditions present themselves during anytime 
of the year. Since the solution to surviving the elements is shelter, shelter is the 
first priority in gearing up for survival in the wilds or on the run. 

Shelter begins not within the walls of your home, but with the clothes on 
your back. Your clothing is your personal shelter and first line of defense against the 
elements. As with your other gear and tools you may use, there are certain grades of 
technology involved in production and quality. The material your clothes are made from 
plays a huge role in how well they insulate your body from the elements and protect 
you. Modern, artificial fibers can keep wind out and repel water while allowing sweated 
vapor from your body out and insulate against cold all at the same time. Gore-Tex and 
Thinsulate brand clothing do an exceptional job at protecting you from the elements and 
keeping you alive. Polypropylene is excellent material for retaining insulating value 
against the skin. Natural fibers that are excellent in retaining their insulating value 
are wool and down. Down refers to the down feathers of fowl like ducks, geese and 
chickens. While this natural material works extremely well in dry, cold weather, it 
loses it's value quickly under wet conditions or if stored so that the down piles on 
one side, leaving gaps in the insulating material. Wool retains it's insulating value 
extremely well and dries rapidly in the presence of only body heat. Leather is an 
extremely useful natural material for clothing. Properly constructed, treated and 
oiled, leather clothing will repel water and wind and keep an insulating layer of air 
trapped right where you need it to be. Cotton is an unforgivable sin in most survival 
situations. Cotton must 
absorbs and retains wat 
cooling effects of the 
situation in any season < 
people. 

Like any piece of technology, the technology of clothing construction 
brings differing uses for that technology. For example, while wool stays dry and 
insulates better exposed to body heat, wearing wool against the skin can be 
uncomfortable. It's not just that it is itchy for many people, but that it is rough and 
can chafe the skin during moderate and even light work sessions. Skin chafing during a 
protracted period in the wilds will eventually lead to infections which is detrimental 
to the goal of survival. The same is true of leather. Cotton is an appallingly deadly 
material to use in outer or mid-layer clothing, but can protect the skin from the 
chafing effects of wool. Polypropylene is an even better material for wear against the 
skin as it wicks water and sweat away from the skin and retains it x s insulating value 
at the same time. Using these differing technological operating abilities to their own 
strengths will help to keep us alive. As you may have guessed, one of the best ways to 
insure you maintain your body' s core temperature is to use your clothing to protect you 
from the elements. The easiest way to do that is to keep your clothing dry. Follow the 
simple rule; stay dry. 

Now, as to how to use your clothing's technology in a survival situation, 
you must think about insulating value and heat produced by your body. A balance must be 
stricken between heat produced by your body that builds up in the trapped air of the 
insulating layers of your clothing and how much of this heat is lost to the elements. 
Moisture effects this which is why you must strive to keep dry, but if you become too 
hot, you will sweat and reduce the insulating value of your clothing. In a survival 
situation, you will need to perform tasks which will cause your body to produce more 
heat which will cause you to sweat. We balance these factors by layering our clothing. 

The first layer is the layer of clothing that goes against our skin. This 
layer must be comfortable and must not cause chafing. Of course, the clothing in this 
layer is known as underwear. It is usually cotton, but can be polypropylene or silk. 
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Cotton underwear is perfectly acceptable in the summer months. Cotton is okay in the 
winter to protect your "fruit of the looms" area. Polypropylene long handles is 
preferred instead of T shirts and cotton long handles or "chicken skins". This layer 
will be exposed to most of the sweating problem and can become quite wet. This layer 
should not be exposed to the elements, but to become too wet here is very uncomfortable 
and can lead to rashes and/or chafing. Underclothing should fit snug, but not be too 
tight so that it cuts circulation or rubs the body nor should it be too loose so that 
it bunches in inconvenient places like under the armpits. 

Socks are a necessary part of the first layer as well. You should buy your 
socks geared toward your footwear. In the summer when a cool stream and some air feels 
real good to your overburdened hooves, cotton tube socks are fine and can be dried in 
the sun. Not so in the winter and cold weather. In cold weather your feet sweat while 
you are walking or are at work and the cold soaks in fast when you come to rest. This 
is when wool socks are best. Polypropylene socks can be worn underneath the wool socks 
for comfort and to avoid itching and discomfort. 

In the summer and in warm weather the next layer is considered the outer 
layer, but in the winter and during cold spells this layer is the middle layer. If the 
weather is warm to hot, a cotton T shirt may suffice as outerwear for the upper body, 
but one should ALWAYS bring another shirt for middle or outerwear layering. The middle 
to outer layer shirt should NEVER be made of cotton. Ideally this shirt should be made 
of wool or occasionally leather. A leather shirt over cotton or polypropylene will keep 
the wind away from the under layer. Wool doesn't break the wind as well as leather, but 
provides excellent insulation when exposed to any heat source. A thick wool shirt will 
still keep enough wind from your body and insulate well, especially if it is to be used 
as a middle layer with a windbreaking garment or parka over top. 

Pants are the best lower body, middle to outer layer garment one can wear 
for escape and evasion or survival. This goes for guys and gals. Shorts don't cut it. 
Most environments in North America harbor mosquitoes, ticks or worse. Thorns, brush and 
sharp rock outcroppings are also prevalent. A good, rugged pair of pants will protect 
this part of your body from these hazards. In the summer and when weather is warm, a 
pair of pants will be your outer layer. Again, in the warm weather your pants can be of 
a cotton material like blue jeans (actually these should be brown, OD or died a subdued 
color) or BDUs as long as they are ruggedly constructed. In wet or snowy weather even 
cotton canvas becomes saturated with water. This means your blue jeans or BDUs will 
retain no insulating value. Wool becomes very valuable again in cold or wet weather. If 
you are worried about wearing holes in the knees of your wool pants, which does happen 
more rapidly than blue jeans and some well constructed BDUs, buy yourself a pair of 
knee pads to protect your pants. Elk hide pants were brought into my area by the 
mountain men and are still quite popular for winter hunting wear. Elk leather is rugged 
and repels water well. Many hunters fearlessly wade into streams and ponds in the 
hunting season wearing elk hide pants to retrieve downed game. The leather also breaks 
the wind from your body and protects the insulating value of your under or middle layer 
garments extremely well. I imagine any leather will work for this as long as it is 
constructed well and has been treated with oil. 

Footwear is a very important subject in outdoor survival. Your footwear is 
what will protect your very important feet. Your feet is what will keep you moving for 
evasion, for work and for resistance. Your footwear must be up to the task, so no 
skimping here. Good leather boots are necessary for protection in the brush and rock. 
Summer boots should still enclose the whole foot, no sandals. The idea is protection in 
the brush. A quality boot with leather laces and eyehole lacing is necessary. The easy 
on catching type holds for lacing is also easy off and will catch on every twig and 
root to entangle itself and pry itself off the catch. There is a train of thought that 
for winter and even summer wading, a pair of rubber boots are what is called for. 
Rubber boots are certainly water repellant, but are not durable walking across country 
even in the snow. The terrain in my area is very uneven and buried under snow piles are 
fallen trees with broken branches pointing out to catch your footfall. An easily 
misplaced step will tear your rubber boot in an instant. 
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Reports that I have read on the Eastern Front during World War II and 
personal experience show that the pull on boots (like the jack boots the Germans wore) 
are superior to the lace up boots in the winter. I have fumbled with many a laces while 
iced up on my boots so agree with this line of thinking. At camp pulling off your boots 
and socks to warm your toes by the fire is a comfort and keeps the feet healthy. When 
you have to thaw out your laces first, the ice melts and water drips into your boots 
and soaks into your socks. Plus it is an extra hassle to fumble through the iced over 
laces if you have to remove your boots quickly, or to put them back on if you need to 
do that before the laces have thawed out. 

Two pairs of boots are necessar; 
one season. One pair for warmer weather 
weather, a pair of quality leather, lace 
weather, a pair of quality leather, pull on 
are just the ticket. The winter boots are a 
of thick socks for better insulation of your 
your feet protected well in the summer and wi 

As with your feet, do not forget to protect your hands. Gloves or mittens 
will work in this regard. Leather works best as an outer layer material. It is tough 
and durable and will stand up to necessary camp and survival work. It is necessary to 
protect the hands from abrasion and cuts under survival conditions as well as the cold. 
Exposed skin can mean frostbite when the weather conditions are right. Leather will 
break the wind from chilling your skin. For the inner layer of your gloves or mittens, 
wool or wool blend will fit the bill nicely. 

Moving on to outerwear, we should consider tougher material that can 
withstand harsher conditions and being scratched and snagged by thorns, twigs and 
brush. Parkas or coats that are well insulated and roughly constructed fill the bill 
for the upper body's outerwear. There are many outlets for quality and reasonably 
priced parkas made from Gore-Tex or Thinsulate. These garments are superior in their 
durability and ability to shed water, insulate and allow water vapor in the form of 
sweat to move out through the special fabric of the garment. Even though prices have 
come down considerably on these garments, they can still be quite pricey and I admit 
that I go a cheaper route and purchase government surplus parkas for this. Government 
surplus parkas are warm, rugged (they have to be considering what they were designed 
for) and very reasonably priced. 

For those really cold, sub-zero days, over pants are a helpful garment to 
keep the cold out. There are several surplus over pants on the market that, like 
surplus parkas, are very rugged and reasonably priced. These are typically worn while 
setting still on those very cold days and for insulation against the snow or frozen 
ground. Their rugged construction also protects the middle layer pants from brush and 
thorns . 

A hat is also a necessary piece of clothing in your survival wardrobe. Most 
of your body's heat is lost through the top of your head. A wool knit hat has always 
been the standard in the last couple of centuries for retaining the heat that would be 
lost through your head. If wool is too itchy for you, wool blends are also very 
efficient and much less itchy. 

The above technology in clothing is what you must gear up with in the way 
of your personal shelter against the elements. Like all technology, there is a method 
to its use. As mentioned throughout this article, becoming wet through weather or sweat 
can compromise your garments' insulating abilities. You will notice that as you move, 
walk or perform tasks that your body heat will rise and be retained by your clothing' s 
insulating capacity. This will make you warmer yet and you will begin to sweat. 
Sweating will make your clothes wet, which is why you must never wear cotton in the 
cold weather, and your clothes will lose their insulating value. To strike a balance 
between insulation and moisture you must be aware of your body's situation. As you are 
working, open your coat or stow it away in your gear bag to cool your body to prevent 
sweating. On very cold days, take frequent breaks when your body temperature rises. Do 
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not get your inner clothing wet. 

Hopefully, you are now thinking of the physical preparations you need to 
make for the times ahead. . Stocking up on the correct clothing or personal shelter 
options is another step which will put you ahead of the game. We will continue this 
line of articles on gearing up next time. Do your homework till then. 

Review of The Infowarrior's Handbook 

by Corcceigh Green 

The Inf owarrior' s Handbook is an eighty seven page instructional in PDF 
format. It is meant to be studied, printed out and distributed freely. Today, in an 
America that is nearly completely totalitarian, an instruction for new infowarriors 
learning the ropes is becoming increasingly necessary. Well, now infowarriors, new and 
experienced, have the instructional that has been needed. 

The Inf owarrior' s Handbook reads like an ancient book of strategy on the 
order of Sun Tzu's The Art Of War or Myamoto Musashi's Go Rin No Sho. And well it 
should. The handbook makes some very important points like an infowarrior uses his art 
and craft much like a warrior of old. As the warrior of the physical battlefield 
practices and gains skill to overcome an enemy, so the infowarrior gains skill in 
verbal and other means of communications. He learns to speak well to articulate his 
point, he learns to identify how a person or group will react to the information he is 
giving and how much information they can accept at a time. He learns to print 
information, burn CD's and DVD's and deliver information packets that will reach the 
people. In essence, the inforwarrior becomes adept at waging and winning the battle for 
the hearts and minds of the people. 

Sections included are: Reflections On Freedoms, Path To Self Improvement- 
Understanding Emotion-Mental Filters, Planting Seeds And Persuasion-Persuasion-Selling 
An Idea-Planting Seeds, Infowarrior Supplies, Access Television Instructions, How To 
Investigate Public Officials And Confront Them Through Effective Activism, 911 Facts, 
Six Degrees Of Separation, Miscellaneous. Like a martial arts regimine, The 
Infowarrior's Handbook brings the student through his or her mental attitude, then 
instructs in gaining skill, then shows the student the use and maintenance of the 
weapons of his craft. 

If you are a beginning infowarrior who wants to know what to do to help 
spread the message of freedom and the restoration of our once great Republic or if you 
are a seasoned infowarrior who has practiced the craft for years, you will want to 
obtain and read this important work. Download and print out your copy today without 
delay. 




Computing for the Downwardly Mobile 

by MKORION 

If you've spent any time on the road— being transiently homeless or 
generally being a nomad, you appreciate communications. Living a semi-nomadic life and 
being technologically sophisticated do not have to be mutually exclusive. 

Me and others incorporate a large amount of technology into our survival 
plans and practices and a good mobile computing setup has served me well in my travels. 
Checking email, printing resumes (in my case, while living in a camp ground) or 
watching a video all contributed to a satisfying rootlessness . Not to mention the 
amateur radio packet and weak signal work requiring a computer. 

Let's take a look at our needs. We need connectivity to the Internet, we 
need to print documents and maybe we would like to watch a movie or two when we're 
hunkered in a tent somewhere. 

Obviously, the laptop is our mobile computing platform. I run a Dell D610, 
bought used of Craigslist. It satisfies my needs: it's compact and somewhat durable. 
I've used Gateways, HP and Dells in tactical environments and found that Dell laptops 
fared better than the previous manufactures. In fact, do not ever buy a HP laptop since 
I experienced real hardware problems with the male power connector, flimsiness of the 
chassis and monitor. 

A portable printer is a nice to have item. Being able to print resumes or 
maps on the road has been very handy— especially the maps . 

I do my "on the road" printing with a HP Deskjet 450. This printer has the 
option to run on a special HP battery. Pretty nice, but at $80, not that nice. It's 
about as good as a full-sized printer. Additional feature are both USB and Parallel 
port connectivity (via a mini-parallel port cable) . 

Another item I saw was a mobile scanner. Not really needed, not really 
wanted, but if you have to do some document exploitation in the field then maybe one of 
these is for you. 

Seeing how all these items run on electricity, I recommend a power 
inverter. I have a Belkin 120 watt inverter that plugs into the cigarette lighter of my 
vehicle. It takes a 20A fuse so, I have a few spare fuses in the "E" bag and a few more 
in the glove box. Charge the laptop and cellphone while you're driving without taxing 
the vehicles electrical systems with a special 12V cell phone charger. 

The "E" Bag 

"E" is for "electronics". My favorite bag that holds all my computing kit 
is a Tactical Tailor M-5 medic pack. It fits the all the equipment listed at the end of 
this post. Olive drab, water repellent with plenty of attachment loops and rings and 
internal dividers secured with hook-and-loop that allow for customizing the interior. 

The Laptop bag is another Tactical Tailor product, called appropriately, 
the 'Tactical Laptop Carrier' . Same nylon as the above medical bag, 1/4 inch padding 
with Molle webbing that I use to secure two accessory pouches from the same 
manufacturer. These accessory pouches hold the laptop power supply, and some cables. 
Perfect. 

I found the #1 computer accessory to ensure connectivity was a high-powered 
PCMCIA WLAN card and good antenna. I've used a Ubiquiti Networks SRC with the stock 
lOdB and aftermarket 21dB antenna and found I could pick up WAP' s all over. Most 
campgrounds have hotspots that may require you to walk around abit before you receive 
good signal and most hotel rooms outfit their WAPs with tiny stub antennas to minimize 
unpaid use. Use a high powered card and a good antenna and you can really get signal 
from a distance. Better, use a card and a directional antenna for even better 
reception. A high-powered card, a good antenna and the right software and you're set 
for access via Special Technical Means. 
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About Campgrounds 

Campgrounds are nice "go to ground locations", especially if you pay with 
cash and maybe have an alias personae. Campgrounds have showers, bathrooms, Internet 
access and electrical power. Many campsites have a utility post with an electrical 
outlet attached. Make sure you bring an extension cord and a plug adapter— because I 
guarantee your campsite outlet will be "just a tad to far away" and the wrong plug 
type. Plug adapters are cheap, less than a buck a Home Depot, so buy a bunch and keep 
them in your "E" bag and vehicle. 

Another place with outlets are small coin-op Laundromats. You can usually 
find an outlet behind some vending machines. Almost any hotel will have outdoor outlets 
for their own maintenance purposes and for their guests with RV's. Look around and do a 
discrete reconnaissance. You might even get away with having a covert "hide" near a 
motel and still get power. Just sayin' , ya know? 

Your Power Budget 

Computing require electrical power— amps, volts and watts. Examine the 
voltage and amp ratings on each power supply. Multiply the two and you get watts. Your 
inverter has to supply at least that amount, but a better safety figure is that the 
total load on the inverter should be not greater than 80% of the inverter output at 
continuous (not surge) operation. I picked 80% because a very knowledgeable Special 
Forces engineer gave me that advice when I was looking for a generator and it's worked 
pretty well— no hot wires or blown fuses. 

So, add some office supplies, spare print cartridges, paper and you have a 
fairly complete "office on the go". 

Connectivity is essential to the 4G environment. 



Alternatives to Homelessness, 
Temporary Autonomous Zones 



There was a time when I was unemployed and living off my savings. I'm sure 
most of you have found yourself in a similar situation and found yourself asking the 
same questions as I did: "how long is this going to last and what do I do when the 
money runs out". 

Well, answers run the gamut from "it won't last much longer" to "I'll be 
homeless". My situation almost took me to the later. Not an appealing prospect, but 
if done right, it doesn't have to be unpleasant and certainly not in the category we 
find some homeless people in. 

Think first about what a home means to you. I used to be tied to the 
notion of a house in the common application of that noun. A home is where e you live 
and supports your living. 

Back to homelessness. So what was I going to do? 

My plan was somewhat ambitious in the low tech way. I took out some topo 
maps of my area and I begin my contingency planning. I did a map recon of an area 
within traveling distance, and assessed it using OCOKA plus there had to be a nearby 
water source and readily available building materials. Plenty of concealment was a 
factor. Concealment equals survival. A thief cannot steal what they cannot detect. 
Law enforcement cannot arrest without a detectable crime. 

My plan was to establish a sod hut of the type used by our pioneer 
ancestors— more of a sod/earth shelter. Not difficult to build, waterproof, made from 
indigenous materials and, because of it's construction, low visibility. The later is 
key. You don't want a "possum cop (AKA game warden or conservation officer) ordering 



you to decamp, because that's all 'ya got to live in and a possum cop, being a sworn 
law enforcement officer, doesn't care about your problem, they care about enforcing the 
law and reducing problems for themselves. 

Well, I found a job before this endeavor, but that didn't stop me from 
preparing for the possibility that I would have to go on an extended camping trip. 
I've been described as rootless and I have lived in allot of places for short periods 
of time. It pays dividends to be prepared. 

That's the take away point from this text— prepare for occasional nomadic 

living. Pretend to lose your present residence and plan accordingly. As far as 

planning this exercise goes, any Course of Action (COA) that takes you to your current 
residence, or otherwise involves your current residence, isn't a good COA. 

There were a few things I had to make this work, primarily pioneer tools 
like an axe, pointed- and flat nosed shovel and construction tools (hammer, saw, nails) 
and a few things I didn't have but would make this endeavor more comfortable— like a 
generator, a battery set up for power storage — a 36" inch tripod mounted parabolic 
antenna with a 2.4 GHz amplified feed. That would have been nice. A small tankless 
water heater that runs on propane could be made ready for austere service. 

I'm also scouting for some military space heaters. The M1915 "Yukon" 
stoves are portable, easy for one person to set up and multifile. The same for the 
M1941 "potbelly" stove. The former kept me warm in Vermont, the latter kept me warm in 
Wildflecken, Germany. A kerosene stove is a good substitute, but the stoves I mentioned 
burn hydrocarbons and wood. The M1941 can burn coal as well. Seen it done, did it 
myself. 

I investigated two way satellite broadband Internet for this as well, more 
on that at another time. 

These were some of the things I considered before and after and continue to 
be developed. So, I portion of my ^preps go to remote living. Given the evolution of 
technology towards better performance and compactness, there is no reason for pioneer 
living and technology not to go hand in hand— it's the way of the future here in the 
vanishing empire of America. Temporary Autonomous Zones (TAZ) require a certain amount 
of technology— unless your heading for neo-Luddite nirvana. 

electing terrain, say from a map 
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tested and reasoned approach to 
;ryone else not doing it. 
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- Observation and Fields of Fire 

Observation from unaided vi 
the defense, consider how £ 
and with what you will engage. 

C - Cover and Concealment 

Cover is protection from weapons, concealment is protection from observation. When 
considering this, ask what weapons you have cover from and what sensors you have 
concealment from. This is where technical and scientific literacy have some of their 
greatest utility. Disguise and appropriate dress is a type of concealment. 
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- Obstacles (man made and natural) 

Consider obstacles like police operations. If you're attempting to remain undetected, 
then a police presence is an obstacle. A section of your town may be unnavigable 
because of social or cultural differences. Intersections that are navigable may become 
obstacles when vehicles are abandoned near them. 

K - Key or Decisive Terrain 

In our application, we're not usually going to seize or hold terrain, so think of key 
terrain as those areas that support your Courses of Action. People are also terrain. 

A - Avenues of Approach 

On foot, bicycle, water, sewers, windows, "mouse holes"? Urban terrain is 
three dimensional. Always try for three ways in or out. Urban terrain also allows for 
easy vertical movement (i.e. fire escapes, storm drains). 

Use OCOKA as a template and apply it fluidly. 

TTP' s like this are one of things that puts skilled practitioners ahead of 
the masses. It's the 'observe' part of your OODA loop. 

artificial construct held 
together by, among many things, laws and law enforcement. Cons 



The following is an example of what every day will be like early in any 
wide spread civil disorder: 

"According to a police news release, witnesses said the man was accosted by 
a large group of teenage males as he rode his bike down the street. Witnesses told 
police that some members of a group of 40-50 males beat the man." 

Source: 

http: //www. ml ive.com/news/kalama zoo /index. ssf /2 9/02/4 050_kalamazoo_teens_beat_cycl .htm 

1 

During the Rodney King riots, people we're outraged that white police 
officers were acquitted of assault. These angry citizens did not march on city hall 
and demand redress, they did not storm the courthouse, the did not vent their outrage 
at the source of their anger. They burned down their own city (South Central L.A.) to 
the tune of USD IB. That's with law enforcement. 

The take away point is, in civil unrest, law enforcement concerns itself 
with containing the problem and maintaining the Continuity of Government, not with 
helping you stay alive or intact. 

Via http: //mkorion . wordpress .com/ 
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Remote Transceiver Operations, Part 2 

by Dr.Noxx 



NetMeeting 



NetMeeting comes stock standard with Microsoft Windows 2000 and XP. There is also 
support under linux via openh323, however we do not go into that functionality in this 
installment. NetMeeting provides a basic Point-to-Point audio and video conferencing 
between two points. You can also draw and share graphical whiteboards, transfer files, 
and engage in generic text messaging. 

The video is useful if you need to view any gauges or meters that are not remotely 
accessible via direct digital control. Just point the camera at the indicators are you 
interested in and you can remotely monitor meters, gauges, and other indicators easily! 

Note: NetMeeting is one of those utilities that does NOT allow you to select an audio 
device. It does allow you to select the video device. 



To start NetMeeting in Windows 2000 or XP, click on Start, Run and type "conf" and follow the on screen instructions. 
You must enter an email address, but it does not need to be valid. ( I tend to enter sucka@punk.com here). It is useful 
to enter a Name (name of computer is good.) Location and comments can also be useful (again, make and model of 
transceiver). 

Click next on the next screen. Do not log on or list name in a directory. 

Select Local Area Network on the Connection Speed box. 

Select desired location of shortcuts, and then go on to test Output and Input 

Once done, on the Control Station Server, open up NetMeeting and select Call, Automatically Accept Calls. 

On the Control Station Client, enter the IP address of the Control Station Server in the drop down box and press the 
telephone button to initiate a connection to the Control Station Server. You will now be connected to the Control Station 
Server. 

You can also initiate Desktop and Application sharing between the two applications. This is very useful if you have 
someone at the other end that you have to help walk-through an administrative or maintenance task. You can also 
directly transfer files between the Control Station Client and Server. 

Unfortunately, NetMeeting was removed from Vista in favor of Microsoft Messenger, a third-party based snoop ware 
application. 

A few notes on video and video drivers: 

NetMeeting is an older application that depends on any video interactivity to be in the VFW (Video For Windows) 
framework. Windows abandoned VFW as video support was pulled under the umbrella of the WDM (Windows Driver 
Model). Unfortunately, most new camera's have WDM based drivers only. But wait, all is not lost! You can download a 
utility from Eagletron Software at www.trackercam.com ( a really interesting product in itself ) that has a WDM <-> VFW 
driver bridge. The only catch is you must run TrackerCam and keep it running to have NetMeeting access newer 
camera hardware with WDM drivers. 



Computer Aided Transceiver (CAT) 



Computer Aided Transceiver allows the transceiver to be controlled by a computer via a Null Modem ( Cross-over serial 
) cable. You will need to check your transceiver manual to determine what functions are computer controllered. In this 
article, we will be focusing on Ham Radio Deluxe. This is a phenomenal piece of software that lets you get into many 
different advanced Ham Radio concepts and operating modes. For now we are focusing on the Remote capabilities of 
this software and the basic transceiver control. 
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First, locate and download Ham Radio Deluxe on both the Control Station Server and Client computers. Downloading 
the Kit is sufficient. Run the installer and have it run after setup. 

You will be presented with a Connect Dialog Box. On the Control Station SERVER, select the Company (make), Radio 
(model) of the transceiver you are connecting to this computer. If you do not know which port is which, select AUTO for 




COM port. The speed is usually 4800, but if you are unsure, select AUTO as well. It may take a long time if you do not 
know both the COM and Speed of the radio you are connecting. 




Service name: 
Display name: 
Configuration: 
Logfile: 
Last started: 
Status: 

Install 



HRD RemoteSvr 

Ham Radio Deluxe Remote Server 

E:\Program FilesWnateur RadioVHam Radio 



The specified service does not exist as an installed service. 



View Log I 



1.0 Introduction 

The HRD Remote Server enables a connect ion between 
Ham Radio Deluxe and a radio connected to a remote 
computer which can be contacted via TCP/IP. 

1.1 Requirements 
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Hit Connect and if everything is working 
correctly, you should see the Transceiver 
Virtual Console presented to you. Take a 
minute to play with it if you wish, or 
oroceed to setting up the HRD Remote 
Server and perform it on from your 
Control Station Client! 



Mext, we want to select the Remote 
option from the second row of buttons. 
You will be presented with the following 
window: 

-irst, select HRD Remote Server button, 
then Click, INSTALL, then Configure. 

Scroll down and comment out all the user 
| entries in the file. Add a new user that 
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you will use to access this computers instance of HRD. Enter this line: 



USER1 = remote, remote, restart 
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Select a remote COM Port., then press 'OK'. 
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That sets USER1 to username:remote, 

password: remote, option: restart (that lets you restart 

the service, higest privilege). 

Click Start to start the service. 

Before we setup the client side of things, only one 
instance of HRD can control a transceiver at a time. 

Therefore, if we intend to allow the remote control this 
transceiver, we must close down the local connection. 

Click the X above the transceiver control window ( 
_not_ the program close X in the title bar. ) 

If you haven't already installed Ham Radio Deluxe on 
the Control Station Client, do so now. After you open 
the program the first time, and click on Connect, select 
your Make and Model of your transceiver, and Select 
Remote under COM port. Select the Speed you 
selected on the Server side. 



Olnce you select Connect you will be presented with the Remote Connection window. 



Under New Connection, enter the IP Address, and the Username and Password you selected earlier when you 
configured HRD on the Control Station Server. Make sure the Save Settings Box is checked and press Connect. You 
will see a Welcome Message from HRD on the Control Station server. Press OK to close the Remote Connection 
window (not sure why this doesn't close automatically). Next you will be presented with a remoted display of HRD 
running on the Control Station Server connected to the CAT controlled Transceiver. 

There will also be another window that shows Remote Connection statistics, and allows you to tweak how the display is 
updated. My preferred settings are showed in the next screencap. 
Device Connectivity 

This section covers the basic connectivity of the final setup in the following diagram. 




This Comm link can be either 
IA/B/G/N wireless Ethernet 
cabled Ethernet Networking. 




Control Station Server 



will need to consult the documentation of your Radio Transceiver to construct the microphone cable. One may wish to 
not use a headset for the Control Station Client. I personally use a desktop standalone microphone and connect the 
audio output to amplified speakers. 

And that's it! I'm successfuly operating my primary station remotely using an Yaesu FT-847 using HRD and 
TeamSpeak. I've also successfully setup several WinRadio's with teamspeak for use as a remote monitoring station. 
I've also successfully opened up my home router to pipe the audio and HRD applications from my home to my 
workplace. I love being able to keep tabs on my home repeater, as well as allowing my wife to jump on via teamspeak 
to have me pick up some milk on the way home. 



Must Have Book Suggestions. 

by Corcceigh Green 

I've been asked, as well as all of the writers of TAP, to come 
up with a list of three books that I consider essential for everyone to 
have in their library. I started thinking as soon as I was asked and 
thought that cutting the list to three was a bit severe, so I asked if I 
could submit a list of four. Fortunately, I was granted permission and 
will submit a list of four must have books for your library. 

It is very hard to pick a book for the number one, must have 
position, so don't necessarily think of the order in which these books 
appear to be the order of importance they should have in your library. I 
think of all of the below titles as must have, must read in my library. 

That said, my first pick would be an amazingly excellent book 
titled Wilderness Survival by Berndt Berglund. It had been a while since 
I read this book. When I described it to TAP' s editor I told him that it 
was written by "Johnny Redhawk." It just goes to show you how much 
something from a book can stay with you. I was so stricken with a 
chapter of the book titled The Legend Of Tommy Whitehawk that I 
remembered the hero of the legend as the author. (And I remembered the 
name wrong.) What you will remember from this book, however, is all of 
the helpful and rarely covered information packed into it's 171 pages! 
If you anticipate an outing into the wilderness, this book is a must 
have. Chapters cover: The Legend Of Tommy Whitehawk, SURVIVAL 
PSYCHOLOGY, SURVIVAL GEOGRAPHY, FIRE AND FIREMAKING, SIGNALS, SHELTERS, 
TRAPS AND SNARES, HUNTING AND FISHING, BUTCHERING AND DRESSING GAME, 
COOKING METHODS, WATER, EDIBLE PLANTS, CLOTHING AND EQUIPMENT, CAMP 
IMPLEMENTS, FIRST AID, TRAVEL, MAP AND COMPASS, MAKING CORDAGE AND 
KNOTS . 

The above chapters are not just equipment lists that tell you 
what to pack in with you. These chapters give every last detail you need 
to make the items listed from natural resources found in the wilderness. 
Illustrations are included. Don't let the 171 pages fool you. The print 
is a bit on the small size and the information is packed tight in these 
pages. Armed with the information in this book, the reader will be able 
to survive in the woods or wilderness area or wherever he/she finds 
him/herself. 

Second on my list is an old survivalist favorite, Nuclear War 
Survival Skills by Cresson H Kearney. From the basics of woodcraft and 
wilderness survival to surviving one of the deadliest of mankind' s 
weapons of warfare isn't quite as far a leap as you might think. First 
of all, nuclear war, terrorism or accident is far from finished as a 
threat to Americans and Nuclear War Survival Skills will teach you how 
to build and use the shelters and tools you need to survive the worst of 
a nuclear incident. Not only does this book detail how to build a blast 
shelter with enough protection to survive the blast and fallout of a 25 
megaton warhead from 12 miles away out of logs and dirt, it details how 



to make a fallout meter from household items and how to make expedient 
water filters and air pumps, also from household items. As I said, I 
believe that nuclear war, accident or terrorism is still a very real 
threat to Americans. Even if you don't believe this threat is as 
important as it once was., the information in this book is very 
applicable in most other aspects of survival. The chapters on lighting, 
food and water could come in handy in many survival situations such as 
hurricanes, snow storms, tornadoes, etc.. The information in chapters on 
building fallout and blast shelters are useful for building rootcellars, 
bunkers or tornado shelters. The chapter on Improvised Clothing And 
Protective Items would also be perfectly applicable to a northern 
climate power outage without any alternate heating sources. It is also 
applicable to winter survival on the streets. The expedient water filter 
described in the chapter on Water alone could render potable drinking 
water for many should utility services be disrupted. With a little 
common sense, Nuclear War Survival Skills, is a book whose information 
can see you through the terrors of nuclear war or can come in handy at 
the homestead or just foul weather. 

Third on my list is a book that is one of the most impressive 
on the subject of long term survival independent of society or a social 
structure. When (not if) "civilization" collapses, this is the book I 
will be following to provide myself and family with the necessities of 
life. The Chernobyl Syndrome by Dean Ing is a compilation of articles 
which Dean Ing wrote for the late, great Mel Tappan' s newsletter, 
Survival Tomorrow. Don't let the title fool you. The Chernobyl Syndrome 
has a section on Nuclear Calamity, but is only one section in this 329 
page tome packed with excellent information. The information on nuclear 
calamity covers information on sheltering, making air filters and pumps, 
emergency power systems, shelter sanitation, building a fallout meter 
and stocking up on little things that are often overlooked. Other 
sections include; Self Reliance In Every Day Life which includes 
excellent information on micro-farming, high tech and self reliance and 
crisis relocation; Non-Nuclear Calamity which includes immediate and 
outdoor survival information; Ing' s Things which includes a hodgepodge 
of relevant advice and experiences that the author has found useful. And 
lastly, there's a section on book reviews that the reader may be 
interested in should he/she want to further his/her education. In my 
opinion, this is a superior book with superior information. This 
definitely needs to be in your library. 

Number four on my list is another Dean Ing book titled, 
Pulling Through. Pulling Through is in two sections. The first section 
is a fictional story about the Rackhams, a family that finds itself 
suddenly near ground zero in a nuclear strike against the United States. 
The story is very detailed in how they prepare their uncle's out of the 
way home to ride the effects of fallout. The story is extremely 
realistic in dealing with the effects of nuclear war including blast, 
fallout, dealing with casualties and the consequences of the lack of 
security. The story even delves in to long term effects and touches upon 
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rebuilding. The second section is a series of non-fiction articles. Most 
of the articles are related to the threat of nuclear warfare and detail 
how to put together expedient items to survive. Some articles cover 
aspects such as evacuation, cooking and energy production which could 
come in handy for survival of other types of emergencies. 

Such is my list for must have survival books for the library. 
I cheated some by adding a fourth title. If I absolutely, positively had 
to reduce the list to three, I would leave off Pulling Through, but I 
would do so begrudgingly . The fictional story in Pulling Through was 
much more than just entertaining. It helped the reader understand how 
and why they would be putting together the expedient eguipment listed in 
the second section. It also helped the reader to understand the 
situation they might find themselves in should a nuclear strike take 
place near their home. 

Even with the addition of a fourth title, there are definitely 
holes in the information attained in these four books. The reader should 
add to his or her library, but these four books are a superior beginning 
and, using some common sense, the reader will gain a wealth of knowledge 
covering a great deal of survival related subjects. 

Rightcoast's Book Suggestions 

The TCP/IP Guide: A Comprehensive, Illustrated Internet 
Protocols Reference - This is a capable and (blasphemous, I know, but 
it's my opinion) better in depth breakdown of the protocol suite than 
TCP/IP Illustrated. All you need is this book and the RFC ' s and you 
have all there is to know sitting in your hand. Pricey, but it's pricey 
for a reason. With it in your hand you know as much about the protocol 
suite as anyone on Earth. 

I've been through every canning/salting/preserving book there 
is it seems, and my favorite is "The Complete Book of Home Preserving" 
by Mary Norwak - It is a book from Great Britain, but has had print runs 
in the states I believe. I got mine at a tag sale, but Amazon has it 
according to a search I just did. Only 4 copies though. I suggest 
spending the 4.99 for a used copy yourself before printing it, lol. 
http://www.amazon.com/Complete-Book-Home-Preserving-Norwak/dp/0 947 9 904 02 

The best gardening book for someone getting started, or 
wanting to move into literally growing to eat and be pretty much 
completely independent of stores is hands down "A manual of home 
vegetable gardening" by Francis C. Coulter - It has a complete breakdown 
of what to plant, in what row, for what size garden, and how to rotate 
properly the old way (1943 printing) ... with graphs of 20x20', 
30'x40', and 50'x 100' gardens. It's the best I've ever seen personally. 
Found it in a used bookstore, so it's around. Amazon has a couple of 
them. 

Total Resistance by Hans von Dach - just in case it would 
somehow miss the list, someone who has read this book, and committed as 
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much of it to memory as possible - is a dangerous person indeed. Written 
before/during? WWII, the Swiss were ready for anything, and it was 
written with the assumption that one needs to resist/defeat a tyrannical 
German war machine with only rifles, homemade mines, guile, and 
dedication in the absence of any real capability to even plan, never 
mind wage war. 

The Dupont Blasters Guide - Obvious reasons, such as clearing 
stumps and whatnot - with diy dets, det-cords, shaping, etc . . . Make 
sure it's a modern one and use cash or better yet, a green dot card 
filled with cash elsewhere. 

"Common Sense Pest Control" - By William and Helga Olkowski 
and Shiela Daar - It works off of Linneaus ' "classification of 
everything", or systema naturae. There is the original which is what 
people want. 

"Least toxic solutions for your home, garden, pets, and 
community". It gives a IPM method of control working from first the 
physical controls organic gardeners are familiar with, to DIY home 
controls like jars with beer for slugs, and moves into man-made controls 
with info for potential toxicity of each. To say it's my bible against 
bugs is understating it. It's the best book ever written for gardener's, 
but hard to find. Here is the original: http://www.amazon.com/Common-sense- 

control-Helga-oikowski/dp/B0006W48Y6 Here is the less desirable updated 
vers ion /companion book: http: //www. amazon.com/ Gardeners -Guide-Common- Sense- Pest- 
Control/ dp/ 15 6158 14 9 6 

Of course FMs make the list, but A Boy Scout Handbook is 
pretty useful to this day, and I'd wager, missing from most people's 
library. The 10th edition is from like 1991 (can't find a copyright 
page, must have fell out of the front) and the 11th is copyrighted 1998 
here on my shelf. So a new one is coming out soon I bet. These are dirt 
cheap at used bookstores. 
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